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4. Hardware Environment  

The following is the minimum hardware environment to be setup for the design and development of the application. Deployment requires more powerful configurations.

	Server computer to host Local Web App

	Processing Units
	Intel core 64 bit processor. Faster CPU is strongly recommended for a better user experience. NVIDA Quadro 8GB GPU processing.

	RAM
	16 GB of RAM to run application. More memory is strongly recommended.

	HD Storage
	storage requirements to store high resolution fundus images; 

	Internet
	Required for synchronization of patient data and pathology images to centralized server for analysis and interpretations by pathologist

	Operating system (OS)
	Theoretically, any operating system on which Java runs.


5. Software Environment

The following table defines the software requirements for the proposed architecture of the software.  
	Software
	Description

	HTML5, CSS, JavaScript libraries (JQuery, RequireJS,Bootstrap )
	Rendering technologies for web pages and fundus image viewers

	Tomcat Application Server
	Deploy web applications

	Java Developer Kit
	Java EE Platform for REST API web service classes

	PostgreSQL Database server
	An open source database for holding local and centralized site patient data and configuration information

	PACS Server software
	APIs for interfacing with PACS server for image fetching 

	Cloud Services (AWS)
	APIs for Cloud deployment


6. Module: Retinal Image Retrieval through API POST Request

6.1. Fundus Images and patient data capture service (Web API)

6.1.1. Hardware

Not Applicable

6.1.2. Software

6.1.2.1. Description 
The module will accept patient data and fundus images sent from FoPs. An image folder structure will be created for keeping the images from FoPs. The image directory will be as <FUNDUS_IMG_BASE_DIR>/FHCID/<capture date in DDMMYY>/UHID. The files names will be formed as im_<capturetime>.jpeg For ex: im_131540.jpeg. Web services for Gradability assessment will be called by passing request JSON, response and image folder location.

6.1.2.2. Inputs

6.1.2.3. Process
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6.1.2.4. Outputs

6.1.2.5. Database 

Database objects to be designed for keeping patient and fundus image related data. 

6.1.2.6. Communication Interface

Nil

6.1.3. Mechanical

Not Applicable

6.1.4. Interface details

6.1.5. Details of Communication interfaces

6.1.6. Source code

6.1.7. Build environment

6.1.7.1. Operating System

6.1.7.2. Compiler

6.1.7.3. Compiler settings

6.1.7.4. Linker

6.1.7.5. Linker settings

6.2. Setting up of File Server for fundus images

6.2.1. Hardware

Not Applicable

6.2.2. Software

6.2.2.1. Description
The Apache file server configuration sets up a secure and flexible server environment for hosting files and enabling web services. It's designed to provide:

1. Server Root and TLS Setup: Defines the server's root directory and enables TLSv1.3 for secure communications.

2. Port Configuration: Listens on port 9091 for incoming requests.

3. Module Configuration: Loads essential modules for various server functionalities like authentication, SSL/TLS, CGI, logging, etc.

4. User and Group Configuration: Specifies the user and group under which the server runs.

5. Server Administration: Identifies the server administrator's contact information.

6. Directory Configuration:


-Defines the root directory for serving files.


-Sets up access permissions and configurations for different directories, including WebDAV for specific resources.


-Configures CGI directory permissions.

7. Logging Configuration: Sets up log formats and defines log files for access and error logging.

8. MIME Type Specification: Specifies MIME types for certain file extensions.

9.Included Configurations: Includes additional configurations for autoindexing, server information, proxying, etc.

10. SSL/TLS Configuration: Sets up SSL-related configurations, supporting SSLv1.3, and specifies supported protocols (HTTP/2).

11. Additional Functionalities: such as scripting languages, proxy setups, or specific server behaviours.
This configuration aims to create a robust Apache server environment, ensuring secure file hosting, access control, logging, and support for various web functionalities.
6.2.2.2. Inputs

6.2.2.3. Process

Apache server configuration conf file in Annexure.
6.2.2.4. Outputs

6.2.2.5. Database 

6.2.2.6. Communication Interface

Nil

6.2.3. Mechanical

Not Applicable

6.2.4. Interface details

6.2.5. Details of Communication interfaces

6.2.6. Source code

6.2.7. Build environment

6.2.7.1. Operating System

6.2.7.2. Compiler

6.2.7.3. Compiler settings

6.2.7.4. Linker

6.2.7.5. Linker settings

6.3. Posting images to File Server

6.3.1. Hardware

Not Applicable Software

6.3.1.1. Description 
Using uploadFileRemServer method which is responsible for uploading a file to a remote server. It performs the following actions: Initializes credentials (username and password) for authentication. Constructs folder URLs based on provided parameters like fhcid, date, and uhid. Creates directories on the remote server for storing the uploaded file in a hierarchical structure. Checks for the existence of the file on the server and uploads it if it doesn't already exist.
Using fundprocess module for handling HTTP POST requests to upload files along with other metadata. It extracts and validates input data received as JSON. Processes and prepares the received file for upload to the remote server by invoking uploadFileRemServer.
6.3.1.2. Inputs

Multipart file
6.3.1.3. Process

	FilesController.java : Spring MVC handler for file uploads and related operations, including remote server interactions.

	uploadFileRemServer() :  void
	Handles the process of uploading a file to a remote server and organizing it into specific folders based on provided parameters. 
· Parameters:

· file: The file to be uploaded.

· fhcid: Identifier for organizing the file.

· date: Date-related identifier for file organization.

· uhid: Another identifier for file organization.

· time: Timestamp for file naming.
· Authentication credential setup : Establishes username and password for authentication. Creates a credential provider for authentication using Basic Authentication.

· HttpClient setup : Creates an HttpClient using ClosableHttpClient.
· Folder creation on remote server : Sends an HTTP requests using HttpMkCol  to create fhcid, date, uhid folders sequentially based on provided URLs. Checks folder existence and handles accordingly. 

· File upload handling : Renames the file based on the given timestamp and gets the file URL on the server. Checks if the file already exists on the server using HttpHead request and proceeds with uploading using an HttpPut method.



6.3.1.4. Outputs

Returning logs messages indicating the success or failure of each action performed during folder creation and file upload processes.
6.3.1.5. Database 

6.3.1.6. Communication Interface

Nil

6.3.2. Mechanical

Not Applicable

6.3.3. Interface details

6.3.4. Details of Communication interfaces

6.3.5. Source code

6.3.6. Build environment

6.3.6.1. Operating System

6.3.6.2. Compiler

6.3.6.3. Compiler settings

6.3.6.4. Linker

6.3.6.5. Linker settings

7. Module: Retinal Image Retrieval from eHealth Image Repository


7.1. Fundus Images and patient data capture service (Web API)

7.1.1. Hardware

Not Applicable

7.1.2. Software

7.1.2.1. Description 
The Apache file server configuration sets up a secure and flexible server environment for hosting files and enabling web services. It's designed to provide:

1. Server Root and TLS Setup: Defines the server's root directory and enables TLSv1.3 for secure communications.

2. Port Configuration: Listens on port 9091 for incoming requests.

3. Module Configuration: Loads essential modules for various server functionalities like authentication, SSL/TLS, CGI, logging, etc.

4. User and Group Configuration: Specifies the user and group under which the server runs.

5. Server Administration: Identifies the server administrator's contact information.

6. Directory Configuration:


-Defines the root directory for serving files.


-Sets up access permissions and configurations for different directories, including WebDAV for specific resources.


-Configures CGI directory permissions.

7. Logging Configuration: Sets up log formats and defines log files for access and error logging.

8.  MIME Type Specification: Specifies MIME types for certain file extensions.

9. Included Configurations: Includes additional configurations for autoindexing, server information, proxying, etc.

10. SSL/TLS Configuration: Sets up SSL-related configurations, supporting SSLv1.3, and specifies supported protocols (HTTP/2).

11. Additional Functionalities: such as scripting languages, proxy setups, or specific server behaviours.

This configuration aims to create a robust Apache server environment, ensuring secure file hosting, access control, logging, and support for various web functionalities. 
7.1.2.2. Inputs

7.1.2.3. Process

Apache server configuration conf file in Annexure
7.1.2.4. Outputs

7.1.2.5. Database 

7.1.2.6. Communication Interface

Nil

7.1.3. Mechanical

Not Applicable

7.1.4. Interface details

7.1.5. Details of Communication interfaces

7.1.6. Source code

7.1.7. Build environment

7.1.7.1. Operating System

7.1.7.2. Compiler

7.1.7.3. Compiler settings

7.1.7.4. Linker

7.1.7.5. Linker settings

7.2. Posting images to File Server

7.2.1. Hardware

Not Applicable

7.2.2. Software

7.2.2.1. Description 
Using uploadFileRemServer method which is responsible for uploading a file to a remote server. It performs the following actions: Initializes credentials (username and password) for authentication. Constructs folder URLs based on provided parameters like fhcid, date, and uhid. Creates directories on the remote server for storing the uploaded file in a hierarchical structure. Checks for the existence of the file on the server and uploads it if it doesn't already exist.

The callback module serves to handle HTTP POST requests, managing file uploads alongside metadata. It extracts and validates incoming JSON input data, preparing the received file for eventual upload to the remote server through the invocation of uploadFileRemServer. Even when offline, the system receives and processes data, saving it locally. It subsequently attempts to synchronize this data with a remote server upon regaining connectivity, while also generating suitable responses for the received requests.
7.2.2.2. Inputs

Multipart file
7.2.2.3. Process

	FilesController.java : Spring MVC handler for file uploads and related operations, including remote server interactions.

	uploadFileRemServer() :  void
	Handles the process of uploading a file to a remote server and organizing it into specific folders based on provided parameters. 

· Parameters:

· file: The file to be uploaded.

· fhcid: Identifier for organizing the file.

· date: Date-related identifier for file organization.

· uhid: Another identifier for file organization.

· time: Timestamp for file naming.

· Authentication credential setup : Establishes username and password for authentication. Creates a credential provider for authentication using Basic Authentication.

· HttpClient setup :  Creates an HttpClient using ClosableHttpClient.

· Folder creation on remote server : Sends an HTTP requests using HttpMkCol  to create fhcid, date, uhid folders sequentially based on provided URLs. Checks folder existence and handles accordingly. 

· File upload handling : Rename the file based on the given timestamp and gets the file URL on the server. Checks if the file already exists on the server using HttpHead request and proceeds with uploading using an HttpPut method.




7.2.2.4. Outputs

Returning logs messages indicating the success or failure of each action performed during folder creation and file upload processes.
7.2.2.5. Database 

7.2.2.6. Communication Interface

Nil

7.2.3. Mechanical

Not Applicable

7.2.4. Interface details

7.2.5. Details of Communication interfaces

7.2.6. Source code

7.2.7. Build environment

7.2.7.1. Operating System

7.2.7.2. Compiler

7.2.7.3. Compiler settings

7.2.7.4. Linker

7.2.7.5. Linker settings

8. Module: Database Logging & Result Consolidation


8.1. Patient data and Gradeability assessment in database
8.1.1. Hardware

Not Applicable

8.1.2. Software

8.1.2.1. Description 
8.1.2.2. Inputs

8.1.2.3. Process
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8.1.2.4. Outputs

8.1.2.5. Database 

Database objects to be designed for holding results of Gradability assessment and DR discovery. 

8.1.2.6. User Interface

NA

8.1.2.7. Communication Interface

Nil

8.1.3. Mechanical

Not Applicable

9. Module: AI based Retinal Image Gradability Assessment

<Description on AI models and algorithms>
10. Module: FHC Notification- AI server

Mail sending 
10.1.1. Hardware

Not Applicable

10.1.2. Software

10.1.2.1. Description 
10.1.2.2. Inputs

10.1.2.3. Process

10.1.2.4. Outputs

10.1.2.5. Database 

10.1.2.6. Communication Interface

Nil

10.1.3. Mechanical

Not Applicable

10.1.4. Interface details

10.1.5. Details of Communication interfaces

10.1.6. Source code

10.1.7. Build environment

10.1.7.1. Operating System

10.1.7.2. Compiler

10.1.7.3. Compiler settings

10.1.7.4. Linker

10.1.7.5. Linker settings

11. Module: FHC Notification – Fundus Camera at FHC

11.1.1. Hardware

Not Applicable

11.1.2. Software

11.1.2.1. Description 
11.1.2.2. Inputs

11.1.2.3. Process

11.1.2.4. Outputs

11.1.2.5. Database 

11.1.2.6. Communication Interface

Nil

11.1.3. Mechanical

Not Applicable

11.1.4. Interface details

11.1.5. Details of Communication interfaces

11.1.6. Source code

11.1.7. Build environment

11.1.7.1. Operating System

11.1.7.2. Compiler

11.1.7.3. Compiler settings

11.1.7.4. Linker

11.1.7.5. Linker settings

12. Module: AI Advisory for DR

<Description on AI models and algorithms>

13. Module: Interface for Updating eHealth EHR
13.1.1. Hardware

Not Applicable

13.1.2. Software

13.1.2.1. Description 
13.1.2.2. Inputs

13.1.2.3. Process

13.1.2.4. Outputs

13.1.2.5. Database 

13.1.2.6. Communication Interface

Nil

13.1.3. Mechanical

Not Applicable

13.1.4. Interface details

13.1.5. Details of Communication interfaces

13.1.6. Source code

13.1.7. Build environment

13.1.7.1. Operating System

13.1.7.2. Compiler

13.1.7.3. Compiler settings

13.1.7.4. Linker

13.1.7.5. Linker settings

14. Module: Update eHealth EHR with DR results

14.1.1. Hardware

Not Applicable

14.1.2. Software

14.1.2.1. Description 
14.1.2.2. Inputs

14.1.2.3. Process

14.1.2.4. Outputs

14.1.2.5. Database 

14.1.2.6. Communication Interface

Nil

14.1.3. Mechanical

Not Applicable

14.1.4. Interface details

14.1.5. Details of Communication interfaces

14.1.6. Source code

14.1.7. Build environment

14.1.7.1. Operating System

14.1.7.2. Compiler

14.1.7.3. Compiler settings

14.1.7.4. Linker

14.1.7.5. Linker settings

15. Module: Web Application

The module details the web application which will be used for fundus workflow management.  

15.1. Application Configuration

15.1.1. Hardware

Not Applicable

15.1.2. Software

15.1.2.1. Description 
The module will prepare the application for fundus data management. This may include storing of PACS server URLs, Base server folder for fundus images downloaded from PACS, The location of AI executables, model directories, versions and so on. An application type will be defined for configuring the application for fundus image analysis from PACS interfaces.
15.1.2.2. Inputs

15.1.2.3. Process

15.1.2.4. Outputs

15.1.2.5. Database 

Database objects to be designed for holding required data and these will be accessed by PACS interface module for relevant functionalities. 

15.1.2.6. User Interface

The user interface will be developed for configuring the needed parameters. 

15.1.2.7. Communication Interface

Nil

15.1.3. Mechanical

Not Applicable

15.2. Institute Management

15.2.1. Hardware

Not Applicable

15.2.2. Software

15.2.2.1. Description 
The module will store data related to FHCs and District Hospitals. The district data for the institution is to be kept mandatory as they are needed for analysis work assignment. The data collected will also include email, mobile number for sms, whatsapp number of concerned authority identified from the institution.

15.2.2.2. Inputs

15.2.2.3. Process

.

15.2.2.4. Outputs

15.2.2.5. Database 

Database table mas_institutions can hold the institutions details. The look-up tables are to be kept for districts and states. An institution type can identify the type of institution as related to ophthalmic hospital.

15.2.2.6. User Interface

The user interface will be designed to capture and store details on institutions. 

15.2.2.7. Communication Interface

Nil

15.2.3. Mechanical

Not Applicable

15.3. Fundus camera device management

15.3.1. Hardware

Not Applicable

15.3.2. Software

15.3.2.1. Description 
The application will allow capturing details on various fundus camera devices deployed in FHCs. The captured details include a device description, URLs for push notifications, the institution or FHC to which the device is associated, effective date of installation, effective till date 
15.3.2.2. Inputs

15.3.2.3. Process

15.3.2.4. Outputs

15.3.2.5. Database 

Database tables are to be designed for storing the captured details on fundus camera devices.

15.3.2.6. User Interface

The user interface will have form entry controls for capturing required data. 

15.3.2.7. Communication Interface

Nil

15.3.3. Mechanical

Not Applicable

15.4. Home Page and Dashboard

15.4.1. Hardware

Not Applicable

15.4.2. Software

15.4.2.1. Description 
The module will render home page and dashboard information applicable to logged in user and application types. The home page will have access to patient search and other permitted functionalities. The patient work list will be shown with access to fundus images and reports, if generated. The home page will also provide access to Reset Password and User profile pages.

The Dashboard may be presented with relevant statistics on work completed/pending, detected DR cases. For admin user, the dashboard can be presented with AI sensitivity and specificity details. 
15.4.2.2. Inputs

Role and permissions for logged in user 

Menus set for configured fundus application types

15.4.2.3. Process

Search for patient profile and details

Rendering information for dashboard

Provide access to different functionalities by rendering required menus

Work list

Dash board with information on patients registered, analysis done, performance charts

15.4.2.4. Outputs

The home page and dashboard are rendered for the logged in user and configured application type. 

15.4.2.5. Database 

Database objects will be accessed for retrieving patient related data, statistics on patients registered and other AI related performance measures.

15.4.2.6. User Interface

The user interface will have controls for rendering information in dashboard and patient list. 

15.4.2.7. Communication Interface

Nil

15.4.3. Mechanical

Not Applicable

15.5. User Authentication

15.5.1. Hardware

Not Applicable

15.5.2. Software

15.5.2.1. Description 
The module will allow optometrist/ophthalmologist to login to the application. The application menus and other functionalities will be rendered as applicable to the roles and privileges of the logged in user.
15.5.2.2. Inputs

Role and permissions for logged in user 

Menus set for configured pathology application types

15.5.2.3. Process

Search for patient profile and details

Rendering information for dashboard

Provide access to different functionalities by rendering required menus

Work list

Dash board with information on patients registered, analysis done, performance charts

15.5.2.4. Outputs

The home page and dashboard are rendered for the logged in user and configured application type. 

15.5.2.5. Database 

Database objects will be accessed for retrieving patient related data, statistics on patients registered and other AI related performance measures.

15.5.2.6. User Interface

The user interface will have controls for rendering information in dashboard and patient list. 

15.5.2.7. Communication Interface

Nil

15.5.3. Mechanical

Not Applicable

15.6. Patient Work List

15.6.1. Hardware

Not Applicable

15.6.2. Software

15.6.2.1. Description 
This module provides a list of patient cases fetched from PACS interface. The patient details can be fetched from the DigiPathoDristi DB. The data for this DB will be already populated through application’s PAC interface module. The patient list will have options for searching and sorting the list. The patient list will show basic patient details, the optometrist/ophthalmologist with whom the image analysis is assigned with and will provide access to fundus images and reports.

The user with admin role will be allowed to view the details of all patients.

An optometrist/ophthalomologist logged into the application will have access to the data and images of only those patients whose analysis job is assigned with logged in user.

The patient list provides access to fundus images through eHealth PACS. These will be eHealth PACS URL for the patients are to be kept in DB. The manual and AI based annotations for each of the images for a patient case also to be kept in DB. 

A patient case may have multiple fundus images from multiple visits.  
15.6.2.2. Inputs

User ID

15.6.2.3. Process

Comprehensive view of patient and status of slide processing

Access to slide images once the slide scanning is completed

Access to report when slide analysis and report preparation is completed

15.6.2.4. Outputs

The patient registered will be listed along with their analysis and report generation status. 

15.6.2.5. Database 

Database objects will be accessed for getting patient information and analysis status.

15.6.2.6. User Interface

A table like control will be used for listing patient list and each patient row will have button controls for navigating to pathology image view and also to get diagnostic reports.  

15.6.2.7. Communication Interface

Nil

15.6.3. Mechanical

Not Applicable

15.7. Fundus image viewer

15.7.1. Hardware

Not Applicable

15.7.2. Software

15.7.2.1. Description 
The module deals with fundus image viewer that can read images from eHealth PACS. The image viewer will read multiple images from PACS for a patient case. The viewer needs to support load and display of DICOM images. The viewer module for a patient case should allow navigation of images through thumbnail or similar mechanisms. The fundus images are to be rendered with manual and AI based annotations. Both annotations will be retrieved from FundusDB database maintained locally as part of the application. The viewer provided will have facility for marking annotations, overlaying manual and AI annotations. Each annotation to be mapped with pre-defined lesion types and diseases. There will have facilities to map gradability and eye type with each image in a patient case.

The image viewer will have provisions to zoom/pan and other image manipulation operations such as rotate. 

The format used in fundus image viewer for capturing annotations and store in DB. 
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15.7.2.2. Inputs

15.7.2.3. Process

15.7.2.4. Outputs

15.7.2.5. Database 

Database objects can be designed for keeping annotations for each image in patient cases. The annotation format can be xml/JSON which can be parsed by the viewer for display and updates. The PACS URL for each patient case/image will be kept in DB from PACS interface module. Each image will be identified through an internal image ID which will be associated with AI and manual based annotations. 

15.7.2.6. User Interface

A user interface for fundus image viewer will be accompanied by reporting facilities also.  

15.7.2.7. Communication Interface

Nil

15.7.3. Mechanical

Not Applicable

15.8. Fundus reporting

15.8.1. Hardware

Not Applicable

15.8.2. Software

15.8.2.1. Description 
The image analysis is followed by fundus image reporting. Data capturing controls for reporting will be provided. The reporting screen will display results from both manual observation and AI annotations. The fundus image will be shown in centre of the screen. The manual reporting form will be shown on left side and AI based reporting on right side.  The tools for entering remarks will be provided. Consolidated reported will be prepared based on manual observations made with remarks entered by ophthalmologist. The report will follow a pre-defined format.
15.8.2.2. Inputs

15.8.2.3. Process

15.8.2.4. Outputs

15.8.2.5. Database 

15.8.2.6. User Interface

15.8.2.7. Communication Interface

Nil

15.8.3. Mechanical

Not Applicable

· Patient name, id, birthdate, sex
· The patient ID in tags assumed to be unique across one FHC
· Patient ID + institution ID to serve as primary key for the patient in the system
· Study time
· Patient Name tag – combined patient name, age, institute name
· Accession Number, Mrn number, date to access from tags
· Instance creation time
16. Fallback mechanism – DR Discovery for captured in offline way through PACS
The images that were not processed through real-time direct API calls from fundus camera will follow a different channel to get into the analysis system. The images that were not processed through real-time APIs will be tagged with a err_code tag in DICOM pushed to PACS. The tags for fundus DICOM images received through fallback mechanism is listed in below table.  

	Field
	DICOM Tag name

	fundus_file_id
	File ID of fundus image file which the FoP app uses to uniquely identify images captured

	field_definition_info
	Field for which image captured. The values can be either LF, LD, RF or RD.

· LF for Left Fovea, 

· LD for Left Disc, 

· RF for Right Fovea and 

· RD for Right Disc

	FHC ID that can uniquely identify each FHC. The FoP app can have a module for configuring a unique FHC ID to each device. The FHC IDs will have a format  FHC<4 digit number> ex. FHC0012
	Institution 

	Study Time
Remedio App need to be modified to update "Study Time" tag to optimize PACS polling mechanism.
	Study Time

	total_image_count 
Remedio App need to be modified to Calculate Count of Total images taken for a patient (eg 1/6, 3/6, 6/6 etc.)


	A custom tag 

	retake

Remedio App needs to be modified to mark re-take of notified image. (eg. R 1/3, R 2/3 etc.)


	A custom tag 

	err_code

An error code tag to handle image transferred to AI server during a later time due to connection issues or network unavailability at the time of image capture. The valid err_code can be 

ERR_TIMEOUT, when the API response from web service expires and times out. 

ERR_NONETWORK – when the web service call not performed due to network unavailability

ERR_TECH – when image unable to process in AI server and status property in response JSON is 1.


	A custom tag


The fundus DICOM images with err_code tag values of ERR_TIMEOUT, ERR_NONETWORK or ERR_TECH will be selected by a job scheduled in PACS side and such images will be copied and made available to a directory in AI server system. An application Directory Watcher will be developed to watch over this directory for any new images coming in. 

16.1. Directory Watcher Application
The cron job running from eHealth system will copy fundus images with tag value for err_code from PACS to an image folder TEMP_ERRSTAT_FOLDER in AI server.

The Directory Watcher Application does the following:

· Capture DICOM images from TEMP_ERRSTAT_FOLDER where images are copied from PACS system

· Parse DICOM to retrieve patient and capture related information

· Convert DICOM to JPEG format

· Call GA web APIs with patient and image data (added new properties for filename_in_temp_errstat_folder, err_code)

· Wait for response asynchronously and on success response, delete respective DICOM file from the designated image folder where images are copied from PACS system. The response will indicate the file to be kept/deleted along with a status parameter

16.2. Gradability Assessment and DR discovery Service - Fallback
A different service implemented for handling images through fallback mechanism as the interpretation and condition checking differs for data captured through fallback mechanism.
The service does the following:

Check whether patient data already exists

Check whether the image data for the UHID-FHCID-CAPTUREDATETIME already exists

Execute Gradability AI service for the image received and updated database with AI results on gradability.

If the image quality graded as Good and EyeType and FoD identifiable, call DR AI service and update database with AI results on DR discovery

Check for process failure and send a response back to calling Directory Watcher Application so that the image can be removed from the folder from which PACS server copies image for AI system.

The field total_image_count will be checked to see whether all the images received for the patient either through direct real time GA / fallback GA service. Any differences will be intimated to optometrists through a Fundus image capture incomplete status message in Workflow management software. 
Insert all details captured and computed in table patient_fundus_images_api. 

call GA web service

The web service for GA which returns a json format for gradeability (good/bad, fod, bad_observations)

May execute in a different port for GA exe (python/matlab) by passing required parameters. The parameters are image-location (network/local folder) and fundus_images_id Get the output (in json format from exe).

The output from GA exe can have a format 

}

Parse exe output to update values in DB regarding Gradeability (table pat_fun_grad_ai).  

Consolidation logic done for images captured thrug fallback mechanism.

Will be executed for a fhcid-studydate-uhid-batch received

Consider the ai gradeabiltiiy result for all the images captured in fhcid-studydate-uhid-batch (table pat_fun_grad_ai) to fetch details regarding whether image gradeablity good for the patient case in current fhc and study date (for all batches). If gradeability for a patient case is good, proceed to DR analysis service (another service ) which also shares same database. (what if another image for the same uhid received after service calls to dr analysis is made? ) DB to keep DR info and update
The DICOM updates from FoP app
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17. Annexure - 1

17.1. Database Design
17.1.1. patient_registration

The table for keeping patient data fetched through PACS server or through direct image upload API into the DB as part of fundus image gradeability and DR discovery analysis. 
17.1.2. patient_fundus_imges_api

	PK
	FK
	Name
	Data type
	Not null
	Unique
	Description

	(
	
	fundus_images_id
	varchar(50)
	
	
	Primary key

	
	(
	glob_patient_reg_id
	varchar(50)
	
	
	Reference to patient

	
	
	inst_id
	
	
	
	The FHC from where the patient fundus images are captured

	
	
	src_fundus_file_id
	varchar(50)
	
	
	Reference to funds image files for sending application (remedio app)

	
	
	capture_date_time
	TIMESTAMP
	
	
	The date and time for image capture. In the case of fallback mechanism, this will be the value from Study Date and Study Time by parsing DICOM tags.

	
	
	retake_info
	CHAR(1)
	
	
	Whether image is a retake Y/N

	
	
	retake_info_fb
	
	
	
	The retake information as received through fall back mechanism. Value obtained by parsing DICOM tags. The value captured through API and fallback follows a different format. So kept two separate fields for the same

	
	
	eye_type
	CHAR(1)
	
	
	Field Definition as intimated from device is to be parsed for eye type and field definition.  (LF – Left Fovia, RF – Right Fovia, LD – Left Disc, RD – Right Disc, ND – No Disc, OT - Others). The eye type to be kept in this table. L for Left and R for Right

	
	
	fd_info
	varchar(50)
	
	
	Field Definition as intimated from device is to be parsed for eye type and field definition.  (LF – Left Fovia, RF – Right Fovia, LD – Left Disc, RD – Right Disc, ND – No Disc, OT - Others). The field definition id to be kept in this table. ID reference from mas_field_definitions

	
	
	last_image_info
	CHAR(1)
	
	
	Whether the image is the last image captured for the patient in the batch (all image captured in a series initially or in retake is considered as a batch). Values Y/N

	
	
	batch_no
	Smallint
	
	
	The batch number which is a derived value. When the last image for a set of images taken initially or through a retake is received, all the rows for the patient in the study date and FHC is marked for batch number. The batch number is an integer value starting from 1. For image set taken initially, this will be 1. For subsequent retakes, the existing batch number will be incremented by 1. So basically the retake number = batch number - 1

	
	
	Image_location
	
	
	
	The location/url of image in server which is used by viewers for annotation

	
	
	total_image_count
	Smallint
	
	
	Total image count so far acquired for the patient in the current batch as intimated from device app when the current image is acquired. 

	
	
	total_image_count_fb
	varchar(50)
	
	
	The field for keeping total image count from fall back mechanism. As fallback works in offline, this will be the total image count captured for the patient in the current batch. 

	
	
	error_code
	varchar(50)
	
	
	The error code as marked in the DICOM tags when images are acquired through fallback mechanism. This will be null when images are acquired through direct API calls. Predefined values defined in table mas_fb_err_codes.

	
	
	created_date
	TIMESTAMP
	
	
	Date on which record created

	
	(
	user_id
	varchar(50)
	
	
	The user who created the record

	
	
	is_valid
	char(1)
	
	
	Whether record valid


17.1.3. mas_fb_err_codes

	PK
	FK
	Name
	Data type
	Not null
	Unique
	Description

	(
	
	fb_err_id
	varchar(50)
	
	
	Primary key

	
	
	fb_err_name
	varchar(50)
	
	
	Error code 

	
	
	fb_err_desc
	varchar(200)
	
	
	Error code description

	
	
	is_valid
	char(1)
	
	
	Whether record valid


Data Values

	fb_err_id
	fb_err_name
	fb_err_desc

	FB000
	Success/No error code
	

	FB001
	ERR_TIMEOUT,
	when the API response from web service

expires and times out

	FB002
	ERR_NONETWORK
	when the web service call not performed due to network

unavailability

	FB003
	ERR_TECH
	when image unable to process in AI server and status property in response JSON is 1


17.1.4. patient_fstudy

The table to be used for keeping study details from DICOM images as captured from PACS for a patient and study.

17.1.5. Patient_fstudy_series

The table used for keeping the series inside a study as captured from PACS for a patient study and series.

17.1.6. patient_fundus_images

The table stores details on each of the image instance. The table also stores the image related properties acquired from image DICOM tags.

17.1.7. pat_ai_process_status (fall back)

The table stores details on AI processing status on a set of fundus images

	PK
	FK
	Name
	Data type
	Not null
	Unique
	Description

	(
	
	pat_ai_process_id
	varchar(50)
	
	
	Primary key

	
	(
	fstudy_series_id
	varchar(50)
	
	
	Reference to study-series

	
	(
	fundus_images_id
	varchar(50)
	
	
	Reference to funds images from PACS

	
	
	ai_grad_process_status
	smallint
	
	
	The status of AI processing for image gradeability

	
	
	res_consol_status
	smallint
	
	
	The status of result consolidation

	
	
	created_date
	TIMESTAMP
	
	
	Date on which record created

	
	
	user_id
	varchar(50)
	
	
	The user who created the record

	
	
	is_valid
	char(1)
	
	
	Whether record valid


17.1.8. pat_res_consol_status (fallback)

	PK
	FK
	Name
	Data type
	Not null
	Unique
	Description

	(
	
	pat_ai_process_id
	varchar(50)
	
	
	Primary key

	
	(
	fstudy_series_id
	varchar(50)
	
	
	Reference to study-series

	
	(
	fundus_images_id
	varchar(50)
	
	
	Reference to funds images from PACS

	
	
	ai_grad_process_status
	smallint
	
	
	The status of AI processing for image gradeability

	
	
	res_consol_status
	smallint
	
	
	The status of result consolidation

	
	
	created_date
	TIMESTAMP
	
	
	Date on which record created

	
	
	user_id
	varchar(50)
	
	
	The user who created the record

	
	
	is_valid
	char(1)
	
	
	Whether record valid


17.1.9. pat_fun_grad_ai

The table stores details on gradeability of each image instance. The table stores gradeability details detected through an AI system. The table will be monitored for changes through database channels and web services will be triggered by clients for getting gradeability information on fundus images. 

	PK
	FK
	Name
	Data type
	Not null
	Unique
	Description

	(
	
	pat_fun_grad_ai_id
	varchar(50)
	
	
	Primary key

	
	(
	fundus_images_id
	varchar(50)
	
	
	Reference to funds images from PACS

	
	
	grade
	char(1)
	
	
	Grade detected from AI system. G for Good and B for Bad

	
	
	eye_type
	char(1)
	
	
	Eye type detected from AI system; L for Left and R for right

	
	
	field_definition
	varchar(50)
	
	
	The field value relevant only when grade is G or Good. Otherwise, the field is set to NULL. The field stores field definitions from an image as determined by the AI analysis. An image can have one field definition associated with it. The ID of field definition stored here. The IDs and description will be retrieved from mas_field_definitions

	
	
	err_observation
	JSON
	
	
	The field value relevant only when grade is B or Bad. Otherwise, the field is set to NULL. The field stores error observations for bad grade image as determined by the AI system. An image can have multiple error associated with it. Have the format {" err_observation_id": [<id values>]}. The IDs and description will be retrieved from mas_err_observations

	
	
	grad_model_ver_mgmnt_id
	varchar(50)
	
	
	The reference to model/AI version used to find gradability for the patient and image

	
	
	created_date
	TIMESTAMP
	
	
	Date on which record created

	
	
	user_id
	varchar(50)
	
	
	The user who created the record

	
	
	is_valid
	char(1)
	
	
	Whether record valid


17.1.10. pat_fun_log_grad_response (structure changed)
The table logs real-time responses (gradability notification/ error response / responses sent other than for last image) sent to FoP. 

	PK
	FK
	Name
	Data type
	Not null
	Unique
	Description

	(
	
	pat_fun_log_grad_response_id
	varchar(50)
	(
	
	Primary key

	
	(
	glob_patient_reg_id
	varchar(50)
	
	
	Reference to patient

	
	
	inst_id
	char(1)
	
	
	The institution from where the fundus images captured

	
	
	capture_date
	char(1)
	
	
	The date of capture of fundus images

	
	
	batch_no
	smallint
	
	
	The batch for which response being sent

	
	
	fundus_images_id
	varchar(100)
	
	
	Reference to images captured from FoP

	
	
	response_status
	smallint
	
	
	The type of response sent. Success/error. Values will be 1 for error response, 0 for success response.

	
	
	api_response_json
	JSON
	
	
	The API response JSON

	
	
	created_date
	TIMESTAMP
	
	
	Date on which record created

	
	
	user_id
	varchar(50)
	
	
	The user who created the record

	
	
	is_valid
	char(1)
	
	
	Whether record valid


17.1.11. pat_fun_grad_man

The table stores details on gradeability of each image instance. The table stores gradeability details detected through manual analysis by an optometrist. The table will be monitored for changes through database channels and web services will be triggered by clients for getting gradeability information on fundus images. 

	PK
	FK
	Name
	Data type
	Not null
	Unique
	Description

	(
	
	pat_fun_grad_man_id
	varchar(50)
	
	
	Primary key

	
	(
	fundus_images_id
	varchar(50)
	
	
	Reference to funds images from PACS

	
	
	grade
	char(1)
	
	
	Grade detected from manual analysis. G for Good and B for Bad

	
	
	eye_type
	char(1)
	
	
	Eye type detected from manual analysis; L for Left and R for right

	
	
	field_definition
	varchar(50)
	
	
	The field value relevant only when grade is G or Good. Otherwise, the field is set to NULL. The field stores field definitions from an image as determined by the manual analysis. An image can have one field definition associated with it. The ID of field definition stored here. The IDs and description will be retrieved from mas_field_definitions

	
	
	err_observation
	JSON
	
	
	The field value relevant only when grade is B or Bad. Otherwise, the field is set to NULL. The field stores error observations for bad grade image as determined by the manual analysis. An image can have multiple error associated with it. Have the format {" err_observation_id": [<id values>]}.  The IDs and description will be retrieved from mas_err_observations

	
	
	created_date
	TIMESTAMP
	
	
	Date on which record created

	
	
	user_id
	varchar(50)
	
	
	The user who created the record

	
	
	is_valid
	char(1)
	
	
	Whether record valid


17.1.12. pat_fun_img_state

The table stores details on annotation markings done by AI/optometrist for each image instance. All annotations done on an image is represented by a state JSON supported by the viewer. The individual annotations done will be identified through an ID in image_state_json. These individual annotation IDs from the state JSON will be used to map lesion types to different annotation markings. The table also stores diseases associated with the image selected. 

	PK
	FK
	Name
	Data type
	Not null
	Unique
	Description

	(
	
	pat_fun_state_id
	varchar(50)
	
	
	Primary key

	
	(
	fundus_images_id
	varchar(50)
	
	
	Reference to funds images from PACS

	
	
	image_state_json
	JSON
	
	
	The annotation JSON for markings done by optometrist on a fundus image. The IDs in this JSON will identify individual annotation markings. The IDs will be used to map each annotation with a lesion in a another table

	
	
	state_src_type
	char(1)
	
	
	The source of annotation markings. ‘A’ for AI generated and ‘M’ for JSON with markings done by optometrist

	
	
	disease_id
	JSON
	
	
	The JSON format representing the diseases associated with the given annotation. Have the format {"fundus_disease_id": [<id values>]}. The disease discovery can be from both AI based and manual systems.

	
	
	created_date
	TIMESTAMP
	
	
	Date on which record created

	
	
	user_id
	varchar(50)
	
	
	The user who created the record

	
	
	is_valid
	char(1)
	
	
	Whether record valid


17.1.13. pat_fun_img_annotations

The table stores details regarding individual annotations done by AI/optometrist for each fundus image. The table stores information on diseases and lesions associated with each annotation markings done by AI/optometrist. 

	PK
	FK
	Name
	Data type
	Not null
	Unique
	Description

	(
	
	pat_fun_img_annotation_id
	varchar(50)
	
	
	Primary key

	
	(
	pat_fun_state_id
	varchar(50)
	
	
	Reference to state JSON being stored for a fundus image

	
	
	annotation_id
	varchar (50)
	
	
	The ID of individual annotation within image_state_JSON being represented by the pat_fun_state_id

	
	
	lesion_id
	JSON
	
	
	The JSON format representing the lesions associated with the given annotation. Have the format {"fundus_lesion_id": [<id values>]}

	
	
	created_date
	TIMESTAMP
	
	
	Date on which record created

	
	
	user_id
	varchar(50)
	
	
	The user who created the record

	
	
	is_valid
	char(1)
	
	
	Whether record valid


17.1.14. task_schedule

The table stores details on image analysis jobs assigned to optometrist/ophthalmologists. The table also stores details on the analysis status of the job with each of assigned optometrist. It is possible to reschedule an analysis job from one optometrist to another. Such details also go into this table.

17.1.15. fundus_img_reporting

	PK
	FK
	Name
	Data type
	Not null
	Unique
	Description

	(
	
	fundus_img_reporting_id
	varchar(50)
	
	
	Primary key

	
	(
	fstudy_series_id
	varchar(50)
	
	
	Reference to study-series ID

	
	(
	fundus_images_id
	JSON
	
	
	Reference to individual fundus images from the study-series. The field stores reference to images to be shown in generated diagnostic report. The format can {"fundus_images_id": [<id values>]}. This determines the images to be shown in diagnostic reports being generated.

	
	
	diagnoses
	varchar (1000)
	
	
	The diagnoses entered by optometrist for the fundus mages from the given study-series 

	
	
	remarks
	varchar (1000)
	
	
	The field for storing remarks on images from the give study-series

	
	
	created_date
	TIMESTAMP
	
	
	Date on which record created

	
	
	user_id
	varchar(50)
	
	
	The user who created the record

	
	
	is_valid
	char(1)
	
	
	Whether record valid


17.1.16. mas_fundus_diseases

The table holds look up list of fundus diseases.

	PK
	FK
	Name
	Data type
	Not null
	Unique
	Description

	(
	
	fundus_disease_id
	varchar(50)
	
	
	Primary key

	
	
	fundus_disease_name
	varchar(50)
	
	
	Fundus disease name

	
	
	is_valid
	char(1)
	
	
	Whether record valid


17.1.17. mas_fundus_lesions

The table holds look up list of fundus lesions.

	PK
	FK
	Name
	Data type
	Not null
	Unique
	Description

	(
	
	fundus_lesion_id
	varchar(50)
	
	
	Primary key

	
	
	fundus_lesion_name
	varchar(50)
	
	
	Fundus lesion name

	
	
	is_valid
	char(1)
	
	
	Whether record valid


17.1.18. mas_field_definitions

The table holds look up list of fundus field definitions.

	PK
	FK
	Name
	Data type
	Not null
	Unique
	Description

	(
	
	fundus_fd_id
	varchar(50)
	
	
	Primary key

	
	
	fundus_fd_name
	varchar(50)
	
	
	Field Definition name

	
	
	is_valid
	char(1)
	
	
	Whether record valid


17.1.19. mas_err_observations

The table holds look up list of error observations from images.

	PK
	FK
	Name
	Data type
	Not null
	Unique
	Description

	(
	
	err_observation_id
	varchar(50)
	
	
	Primary key

	
	
	err_observation_name
	varchar(50)
	
	
	Error observation

	
	
	is_valid
	char(1)
	
	
	Whether record valid


17.1.20. grad_model_ver_mgmnt

The table holds the different models and AI executables deployed in the system and used for Gradability findings. A reference to the model deployed will be stored in the table used to record gradability findings for each image.

	PK
	FK
	Name
	Data type
	Not null
	Unique
	Description

	(
	
	grad_model_ver_mgmnt_id
	varchar(50)
	
	
	Primary key

	
	
	model_version
	varchar(50)
	
	
	Model version

	
	
	deployment_date
	timestamp
	
	
	Deployment Date

	
	
	active_date
	timestamp
	
	
	The date from which the model is being used in production

	
	
	appl_exe_loc
	varchar(200)
	
	
	The location of executable. The folder containing the executable will keep the model files required. No separate references kept for that.

	
	
	is_valid
	char(1)
	
	
	Whether the model exe the current version

	
	
	created_user_id
	varchar(50)
	
	
	The user who created the record

	
	
	created_date
	timestamp
	
	
	The date on which the record created


17.1.21. dr_model_ver_mgmnt

The table holds the different models and AI executables deployed in the system and used for DR discovery. A reference to the model deployed will be stored in the table used to record DR findings for each image.

	PK
	FK
	Name
	Data type
	Not null
	Unique
	Description

	(
	
	dr_model_ver_mgmnt_id
	varchar(50)
	
	
	Primary key

	
	
	model_version
	varchar(50)
	
	
	Model version

	
	
	deployment_date
	timestamp
	
	
	Deployment Date

	
	
	active_date
	timestamp
	
	
	The date from which the model is being used in production

	
	
	appl_exe_loc
	varchar(200)
	
	
	The location of executable. The folder containing the executable will keep the model files required. No separate references kept for that.

	
	
	is_valid
	char(1)
	
	
	Whether the model exe the current version

	
	
	created_user_id
	varchar(50)
	
	
	The user who created the record

	
	
	created_date
	timestamp
	
	
	The date on which the record created


17.1.22. mas_retake_attempts

The table holds configuration parameters.

	PK
	FK
	Name
	Data type
	Not null
	Unique
	Description

	(
	
	retake_attempts_id
	varchar(50)
	
	
	Primary key

	
	
	max_retake_attempts
	Smallint
	
	
	Maximum number of retake requests done from the AI system

	
	
	set_date
	TIMESTAMP
	
	
	The date on which the settings are made

	
	
	active_date
	TIMESTAMP
	
	
	The date from which the settings is active

	
	
	deactivate_date
	TIMESTAMP
	
	
	The date on which the settings deactivated

	
	
	is_valid
	char(1)
	
	
	Whether record is currently valid


18. Annexure - 2
18.1. Gradability Notification Service API and Response Formats

1. The approach
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2. Web service API 

The web service for Fundus Image Processing will use HTTP POST requests with MIME type multipart/form-data and accept fundus image along with patient and capture related information. A postman collection with details on request headers and authentication for a prototype version of web service is shared.  
2.1. Web service URI: https://<domain>/fundprocess   

2.2. Request API JSON 

	{

  "$schema": "http://json-schema.org/draft-04/schema#",

  "type": "object",

  "properties": {

    "fundus_file_id": {

      "type": "string"

    },

    "fhc_id": {

      "type": "string"

    },

    "uhid": {

      "type": "string"

    },

    "patient_name": {

      "type": "string"

    },

    "date_of_birth": {

      "type": "string"

    },

    "age": {

      "type": "string"

    },

    "gender": {

      "type": "string"

    },

    "capture_date_time": {

      "type": "string"

    },

    "retake": {

      "type": "string"

    },

    "field_definition_info": {

      "type": "string"

    },

    "last_image_of_patient": {

      "type": "string"

    },

    "total_image_count": {

      "type": "string"

    }

  },

  "required": [

    "fundus_file_id",

    "fhc_id",

    "uhid",

    "patient_name",

    "date_of_birth",

    "age",

    "gender",

    "capture_date_time",

    "retake",

    "field_definition_info",

    "last_image_of_patient",

    "total_image_count"

  ]

}


	Property
	Data Type
	Description

	fundus_file_id
	string
	File ID of fundus image file which the FoP app uses to uniquely identify images captured

	fhc_id
	string
	A unique ID for FHC from where fundus images captured. The FHC IDs will have a format  FHC<4 digit number> ex. FHC0012

	uhid
	string
	The UHID of the person

	patient_name
	string
	Patient name

	date_of_birth
	string
	Date of birth in DD-MM-YYYY format

	age
	string
	Age

	gender
	string
	Gender. M for Male, F for Female, X for Transgender

	capture_date_time
	string
	The date and time on which image captured in DD-MM-YYYY HH:mm:ss format (24 hour format)

	retake
	string
	Whether image captured as a retake. Y for Yes, N for No

	field_definition_info
	string
	Field for which image captured. The values can be either LF, LD, RF or RD.

LF for Left Fovea, 

LD for Left Disc, 

RF for Right Fovea and 

RD for Right Disc

	last_image_of_patient
	string
	Whether the image is the last image captured for the patient in a batch (all image captured in a series for a patient is considered as one batch. Images captured in a retake for the patient forms another batch.) Y for Yes, N for No.

	total_image_count
	string
	The total number of images captured so far 


Sample Request API JSON
	{

"fundus_file_id": "File4",

"fhc_id": " FHC0001",

"uhid": "UHID1",

"patient_name":"samplepatient",

"date_of_birth": "20-12-1976",

"age": "45",

"gender": "M",

"capture_date_time": "23-08-2022 13:15:40",

"retake": "N",

"field_definition_info": "RF",

"last_image_of_patient":"Y",

"total_image_count":"4"

}



2.3. Response JSON (Response format for all images other than last image in a batch)

This will be the response JSON format sent from web service for all images other than last image in a batch. The FoP needs not interpret information from this response for gradability related notifications.
	{

  "$schema": "http://json-schema.org/draft-04/schema#",

  "type": "object",

  "properties": {

    "fundus_file_id": {

      "type": "string"

    },

    "fhc_id": {

      "type": "string"

    },

    "uhid": {

      "type": "string"

    },

    "capture_date_time": {

      "type": "string"

    },

    "status": {

      "type": "integer"

    }

  },

  "required": [

    "fundus_file_id",

    "fhc_id",

    "uhid",

    "capture_date_time",

    "status"

  ]

}


	Property
	Data Type
	Description

	fundus_file_id
	string
	File ID of fundus image file which the FoP app uses to uniquely identify images captured

	fhc_id
	string
	A unique ID for FHC from where fundus images captured. The FHC IDs will have a format  FHC<4 digit number> ex. FHC0012

	uhid
	string
	The UHID of the person

	capture_date_time
	string
	The date and time on which image captured in DD-MM-YYYY HH:mm:ss format (24 hour format)

	status
	integer
	0 for success, 1 for error


Sample 
	{

"fundus_file_id": "File3",

"fhc_id": " FHC0001",

"uhid": "UHID1",

"capture_date_time": "23-08-2022 13:12:40",

"status" : 0

} 


2.4. Consolidated Gradability Response JSON (Response format for the last image captured)

This will be the response JSON format sent from web service for images marked as last image in a batch.  The FoP app needs to parse information from this response for gradability related notifications.

	{

  "$schema": "http://json-schema.org/draft-04/schema#",

  "type": "object",

  "properties": {

    "fhc_id": {

      "type": "string"

    },

    "uhid": {

      "type": "string"

    },

    "capture_date": {

      "type": "string"

    },

    "gradeability": {

      "type": "string"

    },

    "field_to_retake": {

      "type": "array",

      "items": {}

    },

    "observations": {

      "type": "array",

      "items": {}

    },

    "files_to_upload": {

      "type": "array",

      "items": [

        {

          "type": "string"

        },

        {

          "type": "string"

        },

        {

          "type": "string"

        },

        {

          "type": "string"

        }

      ]

    },

    "status": {

      "type": "integer"

    }

  },

  "required": [

    "fhc_id",

    "uhid",

    "capture_date",

    "gradeability",

    "field_to_retake",

    "observations",

    "files_to_upload",

    "status"
  ]

}


	Property
	Data Type
	Description

	fhc_id
	string
	A unique ID for FHC from where fundus images captured. The FHC IDs will have a format  FHC<4 digit number> ex. FHC0012

	uhid
	string
	The UHID of the person

	capture_date
	string
	The date on which image captured in DD-MM-YYYY 

	gradeability
	string
	Gradability for patient case considering gradability for all fields (LF, LD, RF, RD). Values can be Good or Bad.

	field_to_retake
	array
	An array of strings specifying the fields to retake for the patient. 

	observations
	array
	An array of strings specifying the observations for  non-gradable images from the patient case. The values can be: Small Pupil, Dark Image, Hazy Media, Improper Focus, WD Clause,  Blinking, Eyelash, WD Far, Camera offcentre, IOL Reflex, Anterior Image Lesion, Flash Light ON, Low ISO, Over Exposure, Smudge, Eye Type unidentifiable

	files_to_upload
	array
	An array of strings specifying the File IDs of fundus images that FoP app can use to refer image files in the device

	status
	integer
	0 for success, 1 for error


Sample#1

	{

"fhc_id": "FHC0001",

"uhid": "UHID1",

"capture_date": "23-08-2022",

"gradeability": "Good",

"field_to_retake": [],

"observations": [], 

"files_to_upload": ["File1", "File2", "File3", "File4"],

"status" : 0
}


Sample#2

	{

"fhc_id": " FHC0001",

"uhid": "UHID14",

"capture_date": "25-02-2022",

"gradeability": "Bad",

"field_to_retake": [“RF”, “RD”],

"observations": ["Small Pupil", "Dark Image"], 

"files_to_upload": [],

"status" : 0
}


3. Notification List: (by Remedio)
· Remedio App need to be modified to facilitate re-capture against notification from AI Server
· To be updated in background as and when 'Consolidated Gradeability Response' is received

· Operator interface for patient re-call 

· Operator interface to re-imaging bypassing patient data entry ( as it is already done)

· Operator Interface to guide Fields to be re-imaged

4. The updates required in the DICOM tag of fundus images (by Remedio)

The DICOM tags of images pushed to PACS to be modified to include the following

	Field
	DICOM Tag name

	FHC ID that can uniquely identify each FHC. The FoP app can have a module for configuring a unique FHC ID to each device. The FHC IDs will have a format  FHC<4 digit number> ex. FHC0012
	Institution 

	Study Time
Remedio App need to be modified to update "Study Time" tag to optimize PACS polling mechanism.
	Study Time

	total_image_count 
Remedio App need to be modified to Calculate Count of Total images taken for a patient (eg 1/6, 3/6, 6/6 etc.)


	A custom tag 

	retake

Remedio App needs to be modified to mark re-take of notified image. (eg. R 1/3, R 2/3 etc.)


	A custom tag 

	err_code

An error code tag to handle image transferred to AI server during a later time due to connection issues or network unavailability at the time of image capture. The valid err_code can be 

ERR_TIMEOUT, when the API response from web service expires and times out. 

ERR_NONETWORK – when the web service call not performed due to network unavailability

ERR_TECH – when image unable to process in AI server and status property in response JSON is 1.


	A custom tag


19. Annexure – 3
19.1. File server configuration
Define SRVROOT "C:/CDAC/Apache24_2.4.55"     

ServerRoot "${SRVROOT}"

Define ENABLE_TLS13 "Yes"

Listen 9091

LoadModule actions_module modules/mod_actions.so

LoadModule alias_module modules/mod_alias.so

LoadModule allowmethods_module modules/mod_allowmethods.so

LoadModule asis_module modules/mod_asis.so

LoadModule auth_basic_module modules/mod_auth_basic.so

LoadModule authn_core_module modules/mod_authn_core.so

LoadModule authn_file_module modules/mod_authn_file.so

LoadModule authz_core_module modules/mod_authz_core.so

LoadModule authz_groupfile_module modules/mod_authz_groupfile.so

LoadModule authz_host_module modules/mod_authz_host.so

LoadModule authz_user_module modules/mod_authz_user.so

LoadModule autoindex_module modules/mod_autoindex.so

LoadModule cgi_module modules/mod_cgi.so

LoadModule dav_module modules/mod_dav.so

LoadModule dav_fs_module modules/mod_dav_fs.so

LoadModule dav_lock_module modules/mod_dav_lock.so

DavLockDB "${SRVROOT}/webdav/DavLock"

LoadModule dir_module modules/mod_dir.so

LoadModule env_module modules/mod_env.so

LoadModule http2_module modules/mod_http2.so

LoadModule include_module modules/mod_include.so

LoadModule info_module modules/mod_info.so

LoadModule isapi_module modules/mod_isapi.so

LoadModule log_config_module modules/mod_log_config.so

LoadModule mime_module modules/mod_mime.so

LoadModule negotiation_module modules/mod_negotiation.so

LoadModule rewrite_module modules/mod_rewrite.so

LoadModule setenvif_module modules/mod_setenvif.so

LoadModule socache_shmcb_module modules/mod_socache_shmcb.so

LoadModule ssl_module modules/mod_ssl.so

LoadModule status_module modules/mod_status.so

<IfModule unixd_module>


User daemon


Group daemon

</IfModule>

ServerAdmin admin@example.com

<Directory />


AllowOverride All


Require all granted

</Directory>

DocumentRoot "${SRVROOT}/htdocs"

<Directory "${SRVROOT}/htdocs">    


Options Indexes FollowSymLinks


AllowOverride All  


Require all granted

</Directory>

Alias /fundimages "${SRVROOT}/fundimages/"

<Directory "${SRVROOT}/fundimages/">


Require all granted



Dav On


AuthType Basic


AuthName DAV


AuthUserFile "${SRVROOT}/passwd/passwords"


<LimitExcept GET POST OPTIONS PUT MKCOL>



Require user cdacuser


</LimitExcept>

</Directory>

<IfModule dir_module>


DirectoryIndex index.html

</IfModule>

<Files ".ht*">


Require all granted

</Files>

ErrorLog "logs/error.log"

LogLevel warn

<IfModule log_config_module>


LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined


LogFormat "%h %l %u %t \"%r\" %>s %b" common


<IfModule logio_module>



LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\" %I %O" combinedio

    
</IfModule>

    
CustomLog "logs/access.log" common

</IfModule>

<IfModule alias_module>  


ScriptAlias /cgi-bin/ "${SRVROOT}/cgi-bin/"

</IfModule>

<IfModule cgid_module>

</IfModule>

<Directory "${SRVROOT}/cgi-bin">


AllowOverride All


Options None


Require all granted

</Directory>

<IfModule mime_module>


TypesConfig conf/mime.types


AddType application/x-compress .Z


AddType application/x-gzip .gz .tgz

</IfModule>

Include conf/extra/httpd-autoindex.conf

Include conf/extra/httpd-info.conf

<IfModule proxy_html_module>


Include conf/extra/httpd-proxy-html.conf

</IfModule>

<IfModule ssl_module>


Include conf/extra/httpd-ahssl.conf


SSLRandomSeed startup builtin


SSLRandomSeed connect builtin

</IfModule>

<IfModule http2_module>


ProtocolsHonorOrder On


Protocols h2 h2c http/1.1

</IfModule>

<IfModule lua_module>


AddHandler lua-script .lua

</IfModule>
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