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1. Authentication API

· Provides secure authentication for VTPS users.

2. Fetch Shared Cases After Authentication

· Once the user is authenticated, the system should return the list of cases shared specifically with that specialist using VTPS.

3. Sync Data Back After VTPS Operations

· APIs to upload STL files to the file server after VTPS processing.

· Update the corresponding case record in the database so the updated files appear correctly in the web platform.

4. Advanced Case/Patient List Fetching

· Case and patient list APIs must support filtering, search, sorting, and pagination through query parameters.

5. Patient Registration API (VTPS First Case Scenario)

· If the specialist is working on a patient not yet registered in the web platform, VTPS should be able to register the patient.

· After registration, VTPS can sync the case so it becomes visible on the web dashboard once the specialist logs in.

6. Sync Allowed Only After Valid Authentication

· Any data synchronization between VTPS and the web platform must occur only after successful authentication.

7. Case Rejection/Deletion API

· Should allow specialists to reject or mark a case as deleted.

· The data should not be physically deleted; only the case status should be updated to “rejected” in the web platform.
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	#
	API Name
	Method
	Endpoint
	Description

	1
	User Authentication API
	POST
	/api/v1/auth/login
	Authenticates VTPS specialists/users. Returns JWT token. Required before calling any other API.

	2
	Fetch Cases Assigned to Specialist
	GET
	/api/v1/cases/shared
	Returns list of cases shared with the authenticated VTPS specialist. Supports filters, search, and pagination.

	3
	Sync STL + Case Update
	POST
	/api/v1/cases/{caseId}/sync
	After VTPS processing, uploads STL to storage (S3/File server) and updates DB with STL path, status, and metadata.

	4
	Fetch Case/Patient List (Advanced Filters)
	GET
	/api/v1/cases
	Supports filtering, sorting, and pagination. Query parameters include: status, date range, specialist, patient name, hospital, etc.

	5
	Register New Patient (VTPS First Case)
	POST
	/api/v1/patients/register
	Registers a new patient if VTPS receives an unregistered case for the first time. Enables the specialist to sync and view the case in the web dashboard.

	6
	Validate Authentication Before Sync
	—
	Global Rule
	All sync-related endpoints reject requests unless a valid JWT token from VTPS authentication is provided.

	7
	Reject/Delete Case
	PATCH
	/api/v1/cases/{caseId}/reject
	Marks a case as Rejected. The record remains stored; only case status is updated. No physical deletion.
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	API Endpoint
	Method
	Request Body
	Response Body

	/auth/login
	POST
	json { "username": "doctor@example.com", "password": "******" }
	json { "accessToken": "jwt-token-here", "expiresIn": 3600, "user": { "id": "uuid", "name": "Dr. Smith", "role": "specialist" } }

	/cases/shared
	GET
	json { "status": "NEW", "page": 1, "limit": 20, "user_id": "U123"} (all optional)
	json { "page": 1, "total": 2, {
  "patients": [
    {
      "patient_id": "PAT001",
      "name": "John Doe",
      "age": 45,
      "gender": "Male",
      "date_of_birth": "1980-04-12",
      "hospital_name": "AIIMS",
      "cases": [
        {
          "case_id": "CASE001",
          "patient_id": "PAT001",
          "dicoms": [
            {
              "study_id": "STUDY123",
              "dicom_path": "/dicoms/pat001/case001/study123/"
            },
            {
              "study_id": "STUDY124",
              "dicom_path": "/dicoms/pat001/case001/study124/"
            }
          ],
          "stl_files": [
            {
              "stl_id": "STL001",
              "stl_path": "/stl/pat001/case001/model1.stl"
            }
          ]
        },
        {
          "case_id": "CASE002",
          "patient_id": "PAT001",
          "dicoms": [
            {
              "study_id": "STUDY200",
              "dicom_path": "/dicoms/pat001/case002/study200/"
            }
          ],
          "stl_files": [
            {
              "stl_id": "STL002",
              "stl_path": "/stl/pat001/case002/model1.stl"
            }
          ]
        }
      ]
    },
    {
      "patient_id": "PAT002",
      "name": "Alice Smith",
      "age": 52,
      "gender": "Female",
      "date_of_birth": "1973-09-25",
      "hospital_name": "AIIMS",
      "cases": [
        {
          "case_id": "CASE003",
          "patient_id": "PAT002",
          "dicoms": [
            {
              "study_id": "STUDY300",
              "dicom_path": "/dicoms/pat002/case003/study300/"
            }
          ],
          "stl_files": [
            {
              "stl_id": "STL003",
              "stl_path": "/stl/pat002/case003/model1.stl"
            },
            {
              "stl_id": "STL004",
              "stl_path": "/stl/pat002/case003/model2.stl"
            }
          ]
        }
      ]
    }
  ]
}}

	/cases/{caseId}/sync
	POST
	json { "stlFile": "<binary>", "notes": "VTPS completed", "status": "COMPLETED" } (multipart/form-data)
	json { "message": "Sync completed", "stlPath": "/files/stl/case001.stl" }

	/cases
	GET
	json { "status": "IN_PROGRESS", "patientName": "John", "page": 1, "limit": 20 }
	json { "total": 1, "cases": [ { "caseId": "CASE001", "patientId": "PAT001", "caseTitle": "Extraction Plan", "status": "IN_PROGRESS", "createdAt": "2024-01-20T10:00:00Z" } ] }

	/patients/register
	POST
	json { "patientName": "John Doe", "gender": "M", "dob": "1990-01-01", "mobile": "9876543210", "email": "john@gmail.com", "hospitalId": "HSP001" ,"user_id": "U123"}
	json { "patientId": "PAT001", "message": "Patient registered successfully" }

	/cases/{caseId}/reject
	PATCH
	json { "reason": "Insufficient data" } (optional)
	json { "caseId": "CASE001", "message": "Case marked as rejected" }

	/cases/{caseId}
	GET
	(no body)
	json { "caseId": "CASE001", "patientId": "PAT001", "patientName": "John Doe", "dicomPath": "/dicom/...", "stlFilePath": "/stl/...", "status": "COMPLETED" }





